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PREFACE

GARUDA User’s Manual focuses on the usage of GARUGrid computing systems. The
document presents the overview of GARUDA networls architecture and other GARUDA
Components. GARUDA User’s Guide is intended for Kgation Developers, researchers and end-
users of the GARUDA Grid.

Users are required to refer product manuals fa itstallation procedure of individual

GARUDA components. GARUDA site administration agpere not covered in this document.

The first three sections provide a brief overvie\GARUDA network, its architecture with
appropriate illustration. The fourth section intuods the GARUDA Access Portal (GAP), - an in-
house job submission interface. It includes dix@gtiabout invoking the portal, registration, seguri
system used and types of Job submission.

The fifth section deals with Paryavekshanam — @rahitoring tool developed in-house. It used
to monitor various resources of the GARUDA Gridcg tsers can troubleshoot the problem related to
GARUDA Grid.

The sixth section is related to Problem reporting Request Tracking used by GARUDA for
follow up of the problems reported. FAQ's, Glossaryd references are provided at the end of the

document.

All the links mentioned in this document are adscessible fronhttp://192.168.60.40
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1. GARUDA OVERVIEW

GARUDA is a collaborative environment of scierttiffesearchers and experimenters on a
nation wide grid of computational nodes, mass g®rand scientific instruments that aims to
provide the technological advances required to lenddéita and compute intensive science for the
21st century.

GARUDA aims at strengthening and advancing sdierdnd technological excellence in the

area of Grid and Peer-to-Peer technologies. Tlagesjic objectives of GARUDA are to:

Create a test bed for the research & engineeririgabinologies, architectures, standards and

applications in Grid Computing.

Bring together all potential research, developmami user groups to develop a national

initiative on Grid Computing.

Create the foundation for the next generation gogl@ddressing long term research issues
in Grid Computing.

Enable users to have seamless access to the suppuoting facilities available at various
institutes to run their application, which havetijgerformance computing/ communication

requirements.

The Department of Information Technology (DIT),v@mment of India has funded the Centre
for Development of Advanced Computing (C-DAC) tplids the nation-wide computational grid
‘GARUDA connecting 17 cities across the countmyits Proof of Concept (PoC) phasended on
March 2008, accomplished its deliverables by cotingcl7 cities across 45 academic and

research institutes country wide along with theunesgl softwares for managing grid computing

Released by SOA team ori'3lly 2010 Version 2.0 6



GARUDA User Manual @%@EF
COMNC

applications.

The Foundation phasé€April 2008 — August 2009) successfully aimed aveloping Service
oriented Architecture (SOA) framework, improving twerk stability and upgrading grid

resources.

The 36 month®peration phaseromises primarily on the grid enablement of agtlans of

national priority viz Disaster Management (DMSAR)o informatics.

GARUDA will accelerate India’s drive to turn itsilsstantial research investment into tangible

economic benefits.
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2. GARUDA ARCHITECTURE

2.1 GARUDA Connectivity

National Knowledge NetworfNKN) is a multi 10 Gbps network of High Speed Gurting &
Communication system, implemented by the Departrakhtformation Technology (DIT). The
ultimate aim of NKN is to unite stakeholders inesae, technology, higher education, R&D and
governance using network speeds of tens of gigaeitssecond coupled with extremely low
latencies. NKN encourages collaboration and thatime of new national intellectual assets,

enabling the sharing of high-performance compufeuglities, e-libraries, virtual classrooms,

and more.
NKN PE Router
Institute X
HKM LAD GARUDA LAB
MKN CPE Routar CARUDA
for Inatitute X @ CPE Switch
KM Switch

Host 1 Host n

MHKEHN Last mile connectivity (Maintained by NKN)

GARUDA- NKN Vary last mile connectivity (Malntained by
Instituta X)

Figure 1: GARUDA-NKN Connectivity
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GARUDA Grid network is entirely migrating to Natial Knowledge Network (NKN), the
facility built by Government of India. The NKN's sign philosophy is to build a scalable
network which can expand both in terms of accelgsilaind speed. The last mile connectivity to

the participating agencies varies from 1 Gigalets/400 Megabits/sec to 10 Megabits/sec.
NKN features includes:

High capacity and scalable backbone,

Highly reliable and available,

Supports strict QoS and security,

Have wide geographical coverage and

Has common standard platform.

2.2 GARUDA Components

2.2.1 Access Methods
Currently, access to the Grid resources is thrabghigh-speed communication fabric. Access
through satellite based communication channeldsis being explored as part of a research

initiative to integrate the GARUDA terrestrial gndth a satellite based grid.

GARUDA Portal : GARUDA portal is used to access and execute Grid
applications from a conventional Web browser atideio desk top tools. It

hides the complexity of the GRID from the users.

Video Conferencing: Access through Video Conferencing is also avadabl
Multi point video conferencing enable people toemact simultaneously from

different place and supports their collaborativeiemment.
2.2.2 Data Management

To enable data oriented applications, GARUDA piaesi an integrated and distributed

Released by SOA team ori'3lly 2010 Version 2.0 9
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data storage architecture by deploying the StoRegource Broker (SRB) from Nirvana. SRB
creates and maintains a Global Namespace acrosipleuheterogeneous and distributed
storage systems in the Grid so that users canstuoeis data from any where at any time.

2.2.3 Collaboration Environment

GARUDA initiated virtual communities will focus otollaborative projects in specific
technology/application domain. The virtual commiasitare supported by forming Virtual
Organizations to look into the collaborative ProjBevelopment across GARUDA Partners.
Initially the collaborations will focus on Grid t®0& Services, High-speed Networking and
Information Security in Technology domain while taisciences, Life Sciences, Material
Sciences and High Energy Physics are identifigtienApplication domain.

2.2.4 Management and Monitoring Tools

Grid monitoring and management centre at C-DA)dadore helps in managing and
monitoring all the components in the GARUDA Gridor@ponents like Network, Compute
nodes, Storages, and Software correctness are aremhibn a 24X7 basis. State-of-the-art
display walls and advanced software liRaryavekshanam developed at C-DAC, help in

effectively monitoring the health and utilizatiohwarious components of the Grid.

2.2.5 Resources

In this collaborative grid project, various resmes such as high performance computing
systems (HPC) and satellite based communicatiotersigshave been committed by different
centers of C-DAC and the partners of GARUDA. It mag noted that the resources being
diverse in nature, one of the major challenges ARGDA is to deploy appropriate tools and

middleware to enable applications to run seamlessigss the grid.

Released by SOA team ori'3lly 2010 Version 2.0 10
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2.2.6 Middleware and Grid Security

GARUDA Grid deploys Globus Toolkit, version 4.00&T4), for the operational middleware
functionality. The resource management and schegluin GARUDA is based on the
deployment of industry grade schedulers in a hibiaal architecture. At the cluster level,
scheduling is achieved through Load Leveler for Addatforms and Torque for Solaris and
Linux clusters. At the Grid level, Gridway metdieduler enables reliable and efficient sharing

of computing resources managed by different LRMc@ldresource Management) systems.

SOA separates individual Grid functionalities irdestinct Grid Services distributed over a
network and can be combined and reused to creaatiic and business applications. The
SOA based GARUDA architecture deploys GSI (Grid Usigg Infrastructure), Virtual
Organization (VO) Management and MyProxy mechanigmenforces the security methods of
the GARUDA Grid.

A central concept in GSI authentication is theifieate. Every user and service on the Grid is
identified via a certificate. The certificates assued and signed by a trusted Certificate
Authority (CA) in a Grid.

Introducing Virtual Organizations (VO), Grid usesse partitioned into different domains
thereby introducing another level of authenticatimm various local VO server$lyProxy, a

credential management service provides functigealitto manage X.509 Public Key
Infrastructure (PKI) security credentials. Eachdemial is protected by a password that is
provided by the user at the time of storage. Thedl@ntial can be retrieved later from the

repository for use.

Indian Grid Certificate Authority (IGCA) accreditedby IGTF, acts as certificate authority and
will issue X.509 security having the Grid credelstidndian researchers can now request user
and host certificates to IGCA and get access tddwade Grids.

Released by SOA team ori'3lly 2010 Version 2.0 11
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2.3 Indian Grid Certificate Authority (IGCA) — Cert ificate Requests

Requesting for the certificates, indicate that youept the Certificate Policy and Certification
Practice Statement (CP/CPS) and that you agrdeetsubscriber Obligations specified in that

document.

Download the IGCA User/ Host Certificate Applicatitorm from the website.

http://ca.garudaindia.in/index.php/certificate/

New Grid users
Following are the steps for novice Grid users:

1. To apply for IGCA User Certificatesrequest for the User Certificate on-line.

Create Lertificate Signing Request (CSR) onlikRellow User -> Request a Certificate

and clickRequest a User Certificate

Make sure the request submission should be ondimputer where you want to store

your public/private keys.

Note down the uniquserial no. generated and enter in the application form plediin
the CSR nofield.

Advanced Grid users

2. To apply for IGCA Host Certificategequest for the Host Certificate on-line.

Generate th&ey Pairlocally. Pre-requisite: Openssl should be installegour local
machine and the openssl commands are includea ipath.

Follow either of the Options for requesting thetifieates

Released by SOA team ori'3lly 2010 Version 2.0 12
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Option -1
Download the file IGCA_Host Req.tar.gz to a Unikeli machine and
decompress this tar file.

Give execute permission to the bash file IGCA_HBsi.sh.

On executing the bash file, you will be promptedtfee FQDN (Fully Qualified
Domain Name) of the host for which certificate lgerequested.

Upon completing the host certificate request praced two files
<FQDN>.hostreq.pem (host certificate request) andFQDN>.hostkey.pem

(private key for your certificate request) are gered.

Copy the <FQDN>.hostkey.pem into /etc/grid-securdirectory of the server
for which you requested the certificate as hosfleap, and change the

permissions.

Upload the <FQDN>.hostreq.pem to IGCA. Click Requgsst Certificate and
GoTo User -> Request a Certificate and Click thguRst a Host certificate.

Option -2

On any Linux flavor withopensshversion greater than 0.9.7a, run the command,

with the parameters of FQDN replaced with your FQBbstName.

[admin@grid]# openssl req -new -days 365 -shal keywrsa:1024 -nodes -
keyout hostkey.pem -out hostcert_request.pem -subj
‘/IDC=IN/DC=GARUDAINDIA/O=C-DAC/OU=CTSF/CN=FQDN’

Make sure the Private Keys Generated is used onlhé generated Host.

It generates 2 fds (hostkey.pem - Private Key File and hostceruestjpem -
Public Key File).

Copy the hostkey.pem into /etc/grid-security/ dioeg of the server for which

you requested the certificate and change the psionis.

Released by SOA team ori'3lly 2010 Version 2.0 13
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Then go to th&kequest Host Certificatend upload theostcert_request.pefite
and with details same as in the Host Applicatiomirand confirm your Request.
Follow User -> Request a Certificate and then CRequest a Host Certificate.

Note down the unique serial no. generated and eimehe application form
provided in the CSR no. field.

3. Setup an interview with a local Registration Autho{RA) along with user certificate
application form and Photo ID (Passport, PAN C&audrk ID or Driver’s License) to
verify your identity.

Refer Section 11: List of available RA's

4. Complete the application form and submit the scdroepy to igca@cdacb.ernet.in or
Fax the application form along with the ID Proof +©1-80-2524 7724

5. CRIN pin is sent only for USER CERTIFICATE. An automated mail notifying the
details for downloading your certificates will bens once the Certificate is issued. Note
your Serial Number and to download your Certificteu need to store securéBRIN
pin for further usage (like: Revoking).

6. The procedure for obtaining the host certificateampleted.

7. To download and import the User certificates, folline links provided in the email, for
automatic update of certificate onto the browsedawvnloading the certificates. Then
you need to combine the private and public keyssethe certificate.

8. Export the certificate from your browser.

Copy your certificate and private key to removatledia which should be kept in safe.
File extension of the exportation will be .pfx Kporting user certificate from Internet
Explorer (IE), and .psl12 if exporting it from Fio.

Exporting the digital certificate with the privatey frominternet Explorer(IE) :
Open the IE browser and go tédbls*-->" Internet Options” --> “ Content”
tab, then chooseCertificates”.

Click your certificate that you want to export. tf¥en click ‘Export” button.
Click “Next” in the “Export Wizard ” window and selectExport private key*.

Released by SOA team ori'3lly 2010 Version 2.0 14
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Click “Next".
Make sure Personal Information Exchange -PKCS#12is checked, and also
the “Enable strong protectiort'.
The “Delete private key if successfllmust be unchecked. Théntlude all
certificate in path” button should be unchecked, too. ClidkeXxt".
Type the pass-phrase(twice) to protect your prikate Click “Next".
Type the name of the file and where you want toesyour certificate. Click
“Next“--> Click “Finish”

Exporting the digital certificate with the privatey fromFirefox:
Open the Firefox browser and go fbls‘-->" Options” --> “ Advanced’ -->
and therEncryption ” Tab.
Click “View Certificates” --> Goto to “Your Certificates” tab and select the
Certificate which you want to backup.
Enter the Proper Filename and the Path where dseebe stored.
Type the passphrase(twice) that you use to prgtectprivate key. Click Ok*.
“Successfully backedup your security certificate(sand private key(s)” message
will be shown.

Convert theCertificate to PEM format.

In order to use grid resource, you need to spk{pdf2) file into it's two components,
your public (usercert.pem) and private (userkey)pleays. (Say test.p12 is the file you
took backup certificate from the browser.) You needorovide the import password

which you had set during the backup certificatenftbe browser.

Generating usercert.pem

[test@grid]$ openssl pkcs12 -in test.pfx(pidrerts -nokeysout usercert.pem
usercert.pem

Enter import Password:

MAC verified OK:

Released by SOA team ori'3lly 2010 Version 2.0 15
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Generating userkey.pem

[test@grid]$ openssl pkcs12 -in test.pfx(pl2)certs-out userkey.pem

Enter Import Password:

MAC Verified OK

Enter PEM pass phrase:

Verifying Password - Enter PEM pass phrase:
Verified OK

Then it asks for setting PEM pass phrase, whialsésl to generate the proxy from your

certificates.

The permissions on your keys should be changeHdatoanly you can read the private

key and everyone can read-only the public key:

[test@grid]$ chmod 644 usercert.pem
[test@grid]$ chmod 400 userkey.pem

[test@grid]$ grid-proxy-init -cert usercert.pem ykeserkey.pem
Your Identity: /DC=IN/DC=GARUDAINDIA/O=C-DAC/OU=CT$%/CN=henry (emailid@domain.in)
Enter Grid Pass phrase for this identity:

Here you need to provide the pass phrase whichhaul set while generating the
userkey.pem from the above commands. This will ggrethe proxy of default 12

hours.

Released by SOA team ori'3lly 2010 Version 2.0 16
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Figure 2: User Registration Fwchari

For more details about requesting user / host fioaties, please go to
http://ca.garudaindia.in/index.php/certificate/derate-request/
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2.4 Virtual Organization Management System (VMS)
2.4.1 User registration process to a VO

If you want to become a member of a VO, follow $heps given below:
1. You require a valid user certificate from a CA rgeized by VO Server. Create a .p12
certificate from your .pem certificate. Upload tpé&2 certificate in your browser.
2. Request for the membership
User needs to point to his browser (loaded withheis certificate) to the

following URL: https://<voms-admin server hostname>:8443/vomses/
User should then select the VO to register intanftbe list of available VO's.

Complete the VO Registration Form and the requektbe sent to the VO-
Admin of that particular VO by the system.

3. User need to confirmation this request by clickiogthe email sent by system with
instructions on how to proceed.

4. When VO-Admin approves the request, the user vatidme a member of that VO with
specified roles. (The VO Subscription Page lisesghnding user requests.)

5. Notification to the user about approval/rejectidrnis/her request is sent via email.

2.4.2 List of available VO's in GARUDA
We have identified few VO's. User can get the detep list of VO's at

https://144.16.192.37/vomsed)ser must belong to at least one VO.can be whrehlisted
below:

1. IndianHeritage - This VO is for those who are watkin the filed of preserving Indian

Heritage through NLP(Natural Language Processind)ather technologies.

2. GarudaAdmin - This is for the System Administratogsponsible to different resource
sites of GARUDA Grid. All the System Administratoiom C-DAC and partners site

Released by SOA team ori'3lly 2010 Version 2.0 18
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are enrolled in this VO.

3. OSDD:- This VO is meant for application membersoiwed in Open Source Drug
Discovery activity.

4. Others - A General VO for those who do not fallamy of the above Categories.

Additional VOs can be added to this list, basedrufiee formation of different virtual
communities among the Garuda users". Based onettibéck and the requests of the
members of the individual VO's respective admimigir will be responsible to assign

relevant roles to the members.

Released by SOA team ori'3lly 2010 Version 2.0 19
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3. GARUDA USAGE FRAMEWORK

GARUDA framework enlists its Network, Resourcesdé€rated Information
Services, Security with Authentication and Authatian services, Job Management
(comprising Data movement, Scheduling, Reservadiot Accounting), Access mechanisms
like Access Portal, Workflow tools and Problem $wdvEnvironment (PSE's).

Virtualization support

4 5 (*0 & 21

&'&
R —

& (

Figure 3: GARUDA Core Components

GARUDA Network entirely depends of National Knodtge Network (NKN)
connecting all the compute and storage resourcessa@gpthrough out the nation. Federated
Information System helps in keeping track of infatian about all the GARUDA resources.
Globus 4.0.x is an open source toolkit for buildamnputing grid.
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GARUDA Access Portal (GAP), Command line interfgd€4.1), Workflow tools and
Problem Solving Environment (PSE's) are variousesgs mechanisms for GARUDA users.
Grid users can submit and manage their jobs usetglwowser based GAP or through CLI. Job
scheduler takes care of the actual job submissionthe GARUDA resources. Advance
reservation of resources allows GARUDA users to their jobs at specific time slots.
Visualization tools enable the Grid users to gregly present their information. PSE provides
all the computational facilities to solve a targkss of problems allowing users to run them

without specialized knowledge of underlying hardsvar software.

Virtual Organization Management System (VOMS) agas the Virtual Organization
(VO's) in GARUDA Grid and manages security issugstvice Oriented Architecture (SOA)
based GARUDA exposes various services like Logiom@iler, Accounting for providing
essential facilities for grid users. GARUDA extendgualization facility to allow multiple

operating system to run simultaneously on resomreesafe and efficient manner.
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4. GARUDA ACCESS PORTAL (GAP)

A generic Job Submission environment, GAP enafglesarchers and scientists to execute their
applications on Grid from a conventional web brawBeth Sequential and Parallel jobs can be
submitted to GARUDA Grid through Portal. It prove&de web interface for viewing the
resources, and for submitting and monitoring jobs.

S s =5 _ aruda
8 nc 1S — India’s National Grid Computing Inifiative

The Supercomputing Peopie . e

Paryavekshanam | Garuda Overview | Contact Us

GARUDA - India’s National Grid Computing Initiative will unleash a
comprehensive computational capabilility to enable the user community te
participate in increasingly interdisciplinary scientific experiments and also
conduct simulations on an unprecedented scale.

User's Login Form
—
%] | accept Sarda User Polisy
Sign Up?
Forgot Uger[d or Password?
Help

Trivandeum

© 2006 - C-DAC, All rights reserved.

Figure 4: GARUDA Portal Home page

4.1 Pre-requisites for using GAP

Portal users need to set the following in theiragtirc file.
export GW_LOCATION=/opt/gw/
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export GLOBUS_LOCATION=/opt/asvija/GLOBUS-4.0.7/
source /opt/asvija/GLOBUS-4.0.7/etc/globus-usearsin
export PATH=/usr/local/jdk1.6.0_10/bin: GW_LOCIEIN/bin:
/opt/garudaresv/bin:/opt/voms_client/bin:$PATH
export LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/'vomlient/lib:
Users should have login on Grid Head Node(gridfs) &alid Globus Certificates to
submit jobs to the grid.
Users need to enable POP-Ups in their browser.
New users need to acquire the login and Globusficates for submitting their jobs to
the grid.
Supported browsers versions
Linux Platform
Mozilla version 1.6 and above.

Firefox version 1.0.4 and above.

Windows Platform
Internet Explorer version 6.0.2 and above.

Firefox version 1.5.0.1 and above.

Solaris Platform

Netscape version 6.2.3 and above.
4.2 Accessing GAP
4.2.1 Invoking the Portal

Type http://192.168.60.40/GridPortall.8b access the Portal through GARUDA Network) or
http://203.200.36.236/GridPortal1(® access the Portal through Internet) in theesidbar of
the web browser to invoke the Portal. It is preiégao access the Portal through GARUDA

Network, since it is much faster than the Internet.
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4.2.2 Login

In order to access the facilities of Grid Portatts as Job Submission, Job Status tracking,
Storing(Uploading) of Executables and View OutpuidE data, the user has to login into the

Portal using the User's Login Form in the Home pafgbe Portal.

a) New users are required to cliSign upin the User Login Form, which leads them to home

page of Indian Grid Certification Authority (IGCARttp://ca.garudaindia.ip/Click onRequest

Certificate and acquire the required user/host certificatedge}ails are provided in IGCA

section.

b) Registered users are required to proldder IdandPasswordor logging into the Portal and

access various facilities.

4.3 Job Management

User can submit their job, monitor the status wiegv output files using the Job Management
interfaces. Types of job submission (Basic andvahded) and Job information are covered

under this section.

4.3.1. Basic Job Submission

This interface can be used to submit sequentialedisas parallel jobs. The user should provide
the following information:

1. Optional Job Name - User can provide a suitablagjphame for their job.

2. Type of Job user want to execute,

3. Operating System — Required for their Job,

4. 'Have you reserved the Resources' - An optionamater contains the Reservation Id's
that can be used for job submission instead of singahe Operating System/Processor
parameter.

5. No. of processes required for the job - This pat@mis only for the parallel

applications that require more than one CPU.
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6. Corresponding Executables — uploaded from eithel lor remote machine,

7. Input file, if required - The executable and thpunfile can either be uploaded from the
local machine or can be selected from the Remdte Ikst, if it is available in the
Submit Node

8. STDIN - Required when the user wants to provide iapyts to the application during
the runtime.

9. Optional Execution Time - Here the Execution Tirsethe anticipated job completion
time.

10. Any Command Line arguments or Environment Varighfegquired.

11.User Specific Output/ Error files - If the applicat generates output/error files other
than standard output/error files and its entriesukhbe separated by comma's or single

empty space in case of multiple files.

Figure 5: Basic Job submission
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All those fields marked with * are mandatory figland should be filled before submitting a job.
By clicking on submitbutton, the portal submits the job to GridWay M&eheduler, which
then schedules the job for execution and returagtib Id. Thelob Idhas to be noted for future
reference to this job. In the event of unsuccessibmission, the corresponding error message

is displayed.

4.3.2. Advanced Job Submission

This interface is provided for the user to submhiéir Sequential and Parallel Jobs. The
difference from Basic job submission being: it ng GT4 Web Services components for
submitting jobs to the Grid instead of Gridway elsesiuler.

Figure 6: Advanced Submission Page
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The user is provided with two modes in this inteefa

1. Default mode - Portal creates the XML file for tinger.
2. Second mode, recommended for advanced users -sEnean provide their-own XML

file as the executable, provided the required #esavailable in the submit node.
The user should provide the following information:
Operating System — Required for their Job,

Corresponding executables — uploaded from localbte machine.

Any Command Line arguments or Environment Variahfe®quired.

P w0 nh PR

Input file(s), if required - The executable and theut file can either be uploaded from
the local machine or can be selected from the Reridé List, if it is available in the
Submit Node

5. STDIN - Required when the user wants to provide iapyts to the application during
the runtime.

6. User Specific Output/Error files - If the applicati generates output/error files other
than standard output/error files and its entriesukhbe separated by comma's or single
empty space in case of multiple files.

7. Total number of processes required for the jobhis parameter is only for the parallel
applications that require more than one CPU.

8. No. of Process - For parallel jobs, the total nundfgasks or processes required to run
the application and not in the hardware contexhefCPUs available in the system.

9. No. of Nodes — For the user to achieve the optpedlormance of the application and it

allows the job scheduler to divide the number ek$aacross the nodes.

The user can submit the job by clicking Bwmitbutton, after the appropriate entries are done.
The Grid Portal creates the XML file required fobsitting job to Globus and returdsb Id

In the event of unsuccessful submission, the cpomding error message will appear at the
bottom of this interface.
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4.3.3. Job Info

The user can view the status of the job submitiesligh Portal and the output file of the job by
specifying the Job Id. The option for downloadihg Output/ Error file is also provided, after
the job execution. To cancel any of the queued,tiEs user has to select the job and click

Cancel Job button, following which the acknowledgtrfer the job canceled is provided.

Figure 7: Job Information

4.4 Resources

The GridWay meta-scheduler provides the followinfprmation - Node Name, Head Node,
OS, ARCH, Load Average, Status, Configured ProeessAvailable Process. This information

aids user to select a suitable cluster and redber in advance for job submission.
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Figure 8: Resource Reservation
4.4.1 Reservation of Resources

The user can query the available free resouraeseservation with respect to specified Period
of Time, Number of Process and OS Name by clickipgn the Show Availability button.
Resource Name, OS Name, Conf Processes, Availablee$ses and Current Status of the

resource are listed in tabular form.

Steps for reservation of resources:

1. Check the available free resources with valiipeeters (Start Time and End Time — duration
for which the resource needs to be reserved). et ifields No. of CPUs and OS entries are
optional.

Example: starttime= 2009-04-02 17:06:53 endtim&8204-02 19:07:10 No. of

CPUs=2 OS NAME-=Linux

Released by SOA team ori'3lly 2010 Version 2.0 29



GARUDA User Manual

2. Choose th&vailable Processequired for the job. Example: Available Procs = 4
3. Select the required resource from the availbdi®f resources.

4. Book the resources for reserving a resourcetter requested period of time and
process.

5. The reserved resources can be modified/ canceled

6. Once the reservation process is successfullytEied, the Reservation Id is displayed and is
made available in the Basic Job Submission page.

4.5 File Browser

For the logged-in user, the File Browser listedjl such as the uploaded executables and
Input/Output/Error files, along with their size atabt modified information. It also allows

deletion of files.

Figure 9: File Browser
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4.6 Accounting

This module provides Accounting information of fbbs that are submitted to GARUDA, such
as no. of jobs submitted, and system parametefs asidemory usage, Virtual memory, Wall
Time, and CPU time. Last one month data is displdyedefault. The data can be viewed user-

wise, or cluster-wise. The period also can be cedng

Figure 10: Accounting

4.7 MyProxy

MyProxy allows user to upload their Globus Certtes into Myproxy Server and the same can
be used for initializing the Grid proxy on the Grithe advantage of using MyProxy is that the
user need not keep their Certificates on Grid;eadtthey can upload and get certificate from

the secured Myproxy Server whenever required.

Released by SOA team ori'3lly 2010 Version 2.0 31



GARUDA User Manual

The user requires two files namely, usercert.ppchuserkey.pem, on their local machine to use
Myproxy Init. Users can submit jobs to the Gridyatter initializing the proxy.

If the certificate has been already generated ¢ar, Yut you do not have access to the above-
mentioned files, you can download it from GridFSchiae (from $HOME/.globus directory)

using winscp/scp.

Figure 11: MyProxy
4.7.1 MyProxy Init

By default, the "Myproxy Init" option is enabledrfthe user. Upload proxy by entering valid
inputs - User name, Grid-proxy Passphrase, Ustificate file (usercert.pem), User key file

(userkey.pem) and Proxy life time (168 hours isdbefault value).
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4.7.2 MyProxy Get

Grid proxy will be initialized on the Grid head de by providing the inputs - User name,

Myproxy Passphrase and Life time of the certificate

4.8 VOMS Proxy

The Virtual Organization Management System (VOMfpws users to belong to Virtual
Organizations (VOSs), thereby allowing them to mgliresources earmarked for those VOs. The
user can initialize the VOMS Proxy on Grid head edor the valid VO name and its Roles.
User is required to input VO name, Role, and Grasgphrase, and Upload the Globus
Certificates, vomses filezomsedile is nothing but a non-standard location of foguration file.

This file consists of VO name and Host Key inforioat

Figure 12: VOMS Proxy
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The user can also request for a new VO by usingqliest for VO" link. VOMS proxy
initialization with Multiple roles is provided tdé user, by selecting more than one entry on the

Role combo box.

"No specific Role" entry in the Role combo boxmsiinly for the VO which is not having any
role or no role assigned by the VOMS admin. TheadkfTime Limit of 168 hours can be
modified by overwriting on this field. The currestatus of the VOMS proxy information is

available to the user by clicking on Proxy Info toat

4.9 Partners Site

This interface provides the facility for GARUDA izers to create and update their web pages.
Currently, this facility is enabled for only a feéRartners. The remaining Partners can activate
this facility by sending a request mail to gridgh@lcdacb.ernet.in.

4.10 Notices

This interface provides information about curreptiates available in the GARUDA Grid. If

there are issues with any cluster, it is mentianedotices.
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5. Data Management

To enable data oriented applications, GARUDAves an integrated and distributed data
storage architecture by deploying the Storage ResdBroker (SRB) from Nirvana. SRB creates
and maintains a Global Namespace across multipégdgeneous and distributed storage systems

in the Grid so that users can access their data &moy where at any time.

5.1 Data Grid Solution

GARUDA Storage Resource Manager (GSRM) is a peqyeer data grid solution for SOA
based GARUDA. An SRM can be defined as a middleeveamponent that manages the dynamic
use of storage resources on the Grid. This meaatssfface can be allocated dynamically to a
client, and that the decision of which files to jx@e the storage space is controlled dynamically
by the SRM. GSRM is a disk based SRM implementatifmiiowing SRM version 2.2
specifications. It adheres to Open Grid Forum sdesh&l It is based on open source Disk Pool
Manager (DPM) version 1.7.2.

The GSRM versionl.0 supports the following features

1. Provides single point access to distributed artdrbgeneous storage resources for users

by providingGlobal Namespace.

2. ProvidesrFile and Directory ManagementUpload /download of files in spaces, pinning &

release of files.

3. Supports GSI, Kerberos 5, Access Control Lists, ¥@MS Security Mechanisnand

supports secure data transfers.

4. GSRM provides dynamiSpace Managememéserving & release of storage spaces and

setting lifetime for the files.
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5. ProvidesUser friendly interfaceto access its services.

6. Provides Interoperability with other SRM implementations, based on SRMv2.2
specifications like Best Man — Berkeley Storage Mger, Castor-SRM, dCache-SRM,
StoRM - Storage Resource Manager. Users can aG®Rd storage services using any

of the above mentioned client interfaces.

Persistence

Global
{ GARUDA

namespace GARUDA
i SRM client client >
Namespace User Request
manager databas SpnaceM anaaer

Namespace
Database
(metadata)

{ GARUDA
i srmclien

Space mgmt &
request
scheduling

Metadata

Interoperability

Figure 13: GSRM Components

Figure shows the various GSRM components anid tbature mapping. GSRM components

are depicted with green boxes and their correspgrfdinctionality with orange boxes.

5.2 GSRM Accessibility in GARUDA:

GARUDA services are available to users at GARUDAad node (currently only at

Bangalore—qgridfs (192.168.60.40)).The storage systesupported in this version of
GSRM(v1.0) are disk based storage. Users can edttsess GSRM storage through command
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line clients installed at gridfs . So, users camwmload the input files from GSRM before

submitting the job and can also store the generaidyout files in it after the completion of the
job. GSRM will also accessible through GARUDA pébiita future. Figure2 depicts the GSRM

integration and interaction with other GARUDA middlare components with respect to the job

submission by the user.

CN CN

Myproxy
/ voms
server Head

Node

Meta scheduler

Voms / proxy

clients /

- Space manager 4/1 4

- hame spacem
@ - Srm server
%m v

GARUDA Federated

GSRM Information
Information server
server >

>

Figure 14: GSRM Usage by GARUDA Users

Steps to be followed to access GSRM from gridfs:

Login to gridfs(192.168.60.40)

Upload your IGCA user certificates

Initialize proxy with grid-proxy-init

GARUDA portal
Pl P
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Set environmental variables, respectively for Whkicer client to be used.
Run the SRM commands
GSRM services can be accessed by the followingtdleerfaces:

Command Line :The various command line interfaces available tceas GSRM

services are StoRM (clientSRM commands), BestMahdgom command line interfaces.

APIs : GSRM supports DPM ‘C’ APIs for C based applicai@nd BestMan ‘Java’ APIs

for Java based applications..

Web Interface: DPM web interface is available to access GSRM isesvthrough

browser.
GSRM Access points

Currently, GSRM services can be accessed loggingGARUDA Bangalore head node gridfs
(192.168.60.40) or pvfs2 (172.20.1.81). SRM climstallations are available on both the above

mentioned nodes.

pvfs2(172.20.1.81hode should be used to just test all the aval&itM client interfaces
like StoRM,DPm,BestMan.

gridfs (192.168.60.40)node should, if the user wishes to use GSRM stoffag job
execution. Users can download /Upload , input/oufpes into GSRM while submitting

jobs from gridfs.
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5.3 Pre-requisites for using GSRM services

A valid user IGCA certificate (Valid user certiite can be obtained through IGCA web

site ::https://ca.garudaindia.in/

A SRM endpoint to contact (httpg://xn05.ctsf.cdag.im:8446)

Unix Login for GARUDA Grid Head node gridfs (maib tgrid-help@cdacb.ernet.in) or
pvfs2 (mail to: rt-gds@cdacb.ernet)n

Authorization to access SRM storage resources.fmait-gds@cdacb.ernet)in

SRM client interface Installation (Any of the alsomentioned SRM client installation)
Following Access mechanismare available at above mentioned nodes to acc8BM3

1. gridfs(192.168.60.40): gridfs is the Bangalore GARUDA head node. GSRM ises/can

be accessed from here using StoRM command lieefate.
If the user wants to use the clientSRM ( StoRM @kg from gridfs machine
Create a valid user proxy using grid-proxy-init

Set the env variable for Globus location path

export GLOBUS_LOCATION= GLOBUS_LOCATION:/usr/loc&dARUDA/GLOBUS-4.0.7/
export PATH=$PATH:/opt/gsrm-client/srmv2storm/bin
export LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/gsrmelient/cgsi_soap/lib

Run the clientSRM command

2. pvfs2 (172.20.1.81)pvfs2 is the GSRM testing node with the followinigeist interfaces

installed.

StoRM, Bestman and dpm command line interfaces
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Bestman Java APls
DPM C APlIs

3. GSRM Web Clientis accessible from any of the user machines redehallGSRM server
(xn05.ctsf.cdac.org.in), using URLhttps://xn05.ctsf.cdac.org.in/

5.4 GSRM Client Interfaces

GSRM s inter operable with other SRM impleméotss, its services can be accessed by
clients of any other SRM implementation. Followiaige the client installations that can be made

available to users with the supported user inteddo access GSRM services are as follows:

Sl. SRM Clients User Interfaces Installations
1 StoRM Command Line
2 DPM Command Line
CAPIs
Web Client
3 BestMan Command Line
Java APlIs

Given below are the few sample srm clarhmands:
StoRM Command Line Client
1. StoRM command line client format:
clientSRM <requestName> <requestOptions>
2. To get help for clientSRM commands:
clientSRM -h
3. Command to ping to GSRM server:

clientSRM ping -e <GSRM end point>
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DPM C API

Table 1 shows the list of DPM ‘C’ APIs currentlypgorted by GSRM

dpm_copy copy a set of existing files

dpm_get make a set of existing files available for 1/0
dpm_getstatus_copyreq get status for a dpm_copy request
dpm_getstatus_getreq get status for a dpm_get request
dpm_getstatus_putreq get status for a dpm_put request

dpm_put make a set of existing files available for I/O
dpm_putdone mark a set of files as complete

Table 1: List of DPM ‘C’ APIs

Bestman Command Line Clients

1. Command to ping to GSRM server

srm-ping —serviceurl httpg://xn05.ctsf.cdac.org86/dpm/ctsf.cdac.org.in/home/garuda

2. Upload file to GSRM server

srm-copy <src url> <target url> <service url>

NOTE : For details on the GSRM client interfacegkclon http://180.149.48.139/garuda-
wiki/index.php/Main Page
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6. PARYAVEKSHANAM

Version 3.0

Paryavekshanam monitors all major components ef gnd — namely computing
nodes, network, globus components, jobs, storaglesaftware. It supports discovery,
monitoring, logging and notification for all theidrresources and services. Users can
have detailed information about the machine’s ekwstability, bandwidth utilization,
memory utilization, node availability, Globus stgth, CPU Load and also the Link

status.

Figure 15: Home page of Paryavekshanam
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A first level fault analysis can be carried oudahe concerned local centre will be
informed / alerted to rectify the problem immedigtéFor problem reporting, please
refer the next section). The Home page indicatesraipnal status of the grid at
individual cities. The users can drill down to vigle status of individual resource at

site level.
6. 1 Pre-requisites for using Paryavekshanam

Supported browser versions
Internet Explorer 6.0 and above,

Moziila Firefox 2.0 and above

6. 2 Accessing Paryavekshanam

Type http://192.168.60.70/gridmon/GRID/gridmon.phgn the address bar of the web
browser to invoke Paryavekshanam.

6. 3 Features

1. Rich user interfaceproviding different outlooks - hierarchical drillown, instant

status, quick jump links or detailed graphs.
2. Escalationof service failures / degradations through alerssages
3. Archival of data for report generation and analysis

4. Searchfacility

6.4 Web Pages
1. ParyavekshanamParyavekshanam home page.

2. GOC Desk Graphical representation of Grid parameters.
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3. Grid Overview— Tabular information about the monitored paramsetd the Grid.
4. Network Info— Provides centre-wise network information of Ged.

5. Data Gallery— Graphical representation of archived data.

6. Alert page— Detailed alert message listing.

7. Search page- Facility for searching of resources on the Grid.

8. Report page- Reports of job accounting and resources.

9. Admin page- Facility for adding new resource provider sites.

10.About Us- Information regarding GARUDA grid monitoring ggs.

11.Contact Us - Contact information for reporting the bugs/querieslated to

Paryavekshanam.

Figure 16: Grid Overview Page
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Figure 17: Network Overview Page

Here, green dots represent available links, aag dots represent links unreachable.
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Figure 18: Alert Page

Alert helps in finding and tracking all the ernrmessages generated by the system. The
alerts are listed in a table along with detail$atiss of the alert, Error Id, date on which
alert was raised etc.
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7. COMPILER SERVICE

The SOA compiler is aimed for building applicats for Grid. The tool provides a simple
GUI to build applications easily, thereby hidingetltomplexities involved to access the

remote grid resources and avoid hassles of comrna@anteractions.

The tool can be divided into three parts, namelgnt GUI, Compiler Server and Compiler
Web Service. The Client GUI runs on the user dgsRtéhen Compiler service is accessed by the
user, the required client GUI Java classes are aded on their machine and contacts the
Compiler Server for subsequent operations. Thetsfsam user for building their application is
stored on the Compiler Server, which in turn inwkibe Compiler Web Service for the
compilation on the user-specified Grid resource.

7.1 Pre-requisites for using SOA Compiler

1. Java Run Time Environment (JDK1.6+)
2. Web Browser with Java web start support

7.2 Accessing SOA Compiler

To access the tool, the user requires the Java Rome Environment enabled
standard web browser. When provided with complete RLU
(http://192.168.60.116:9090/compiler) of Compileansr, Java Web start downloads the
entire Compiler GUI Java classes on the user's tdpsknachine. Java Run Time

Environment in turn builds the Compiler GUI.

7.3 Compiler GUI
When the user invokes the tool, the following irgliéve to be provided:

Application Project Directory

Operating System - User can select the platforrouitt their source application. The

list of compilers along with their options and gSpédibraries available on that
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Operating System is populated.
Compiler Name - User can choose from the list ohgibers available.

Compiler Options - Based on the compiler namecsede the user can select from

multiple compiler options populated on the leftesaf the list box.

Special Libraries - User can select particular gpdibrary required by the application.

Figure 19: Compiler GUI
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The users are required to adhere to followingatiimy structure. Application Parent Dir- src/
,bin/, lib/ ,include/

7.4 Makefile Generation

The options selected by the user are validatealjrthuilt Makefile Generator creates
the makefile. A simple text editor displays the reflle for user to edit and save. The
errors, if any while generating the makefile, argpthyed to the user.

The application project directory along with itsakefile is zipped and transferred
using Java Secured Shell API's (J2ssh) to the Clem®erver for further operations.

7.5 Building the application

The Compiler Server unzips the application souanceé transfers it to the selected Grid
resource*. The Compiler Web Service is invoked witltakefile as its input. It is
submitted as a Grid job and generates the exeaut&mmpiler Web Service returns
either the executables back to the Compiler Sevvehe error messages generated. The
user will be informed about the status of compdati

* The Grid resource is decided based on the ugartsn— OS, Compiler name, Compiler

option and Special library selected.

7.6 Accessing Compiler Web Service

The SOA Compiler Web service is created for comgiuser applications on user
specified GARUDA cluster. The SOA Compiler Toolturn uses Compiler web service for

compilation.

7.6.1 Pre-requisites for using Compiler Web Servie
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Globus-4.0.7+
Valid proxy certificate fronlLogin service.

Inputs
Target Machine name Machine on which compilation has to be done
Zip Filename Application filename in zipped format
Zip File Location Location of zipped Application file name
Output
Compilation Status Whether compilation was successful or not

7.6.2 Accessing Compiler Web Service

Compiler service can be found at the following URhich can be accessed from the

respective clients:

https://qgg-blr.tfg:8443/wsrf/services/garli@ampilerService
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8. UTILITY SERVICES

8.1 Login Web Service

The SOA Login Web service is created with purposenifying the login module in
all the tools used. Application or tools requiritg verify the user's identity can

use this web service their code.
8.1.1 Pre-requisites for using Login Web Service

Globus-4.0.7+

MyProxy Server should be configured to automaticalixtend VO attributes from
VO server
It exposes 3 methods for providing various accountnformation.

1) login

This method is for logging in to the GARUDA.

Inputs
user name MyProxy User Name
password MyProxy Password
life time Indicates how long is the proxy's life time
Output
Proxy string Proxy issued by the My proxy server
Login status Indicates the status of the opematio
Last Login Time Gives when this user was last &
Current Login Time Gives users t logging in time
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2) uploadProxy

This method uploads a proxy that is generated usihgr tools, to the MyProxy Server.

Inputs

user name MyProxy User Name

password MyProxy Password

proxyBytes Existing proxy file is given as byte array
Output

uploadStatus Indicates the status of the opératio

3) storeCredential

This method is used for uploading the credentlads is the PKCS12 certificate directly
to the MyProxy Server. It will convert the PKCStt2certificate and stores in server for users

to download the proxy until it expires.

Inputs
user name MyProxy User Name
password MyProxy Password
pl2Bytes PKCS12 file as byte array
Output
storeStatus Indicates the status of the operation
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8.1.2 Accessing Login Web Service

Login service can be found at the following URL wfinican be accessed from the

respective clients:

https://qgg-blr.tfg:8443/wsrf/services/garlidminService

User wants to access the service can either writdeat or they can use the API

implementation of the client supporting most comnoe@tions. The details of the APl is given

as Java docs.
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8.2 Accounting Web Service

The SOA Accounting Web service is created formggvaccounting information to
other applications like GARUDA Access Portal, Pnagekshanam, etc. It exposes functions
for

8.2.1 Pre-requisites for using Accounting Wb Service
Globus-4.0.7+
Gridway — Customization should be done with gridyay submission module.

Updater service needs to be deployed on all thetetlhead nodes.

Services:It exposes 5 methods for providing various accountnformation.

1. getExecutioninfo
Input: Job ID

Output: Returns object containing the informatiboat the job execution.

2. getExecutionHistory

Inputs: A filter object containing - Start datejob execution, End date of job execution,
Cluster on which the job was executed, DN

Output: Returns an array of objects containing theormation about the job

execution.

3. getJobinfo
Input: Job ID
Output: Returns object containing the informatidnoat that Job.

4. getJobHistory

Input: A filter object containing - Start date @lj execution, End date of job execution,
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Cluster on which the job was executed, DN
Output: Returns an array of objects containingitii@mation about the history of jobs

for the given duration.

5. getTotalResourceUsage

Input: A filter object containing - Start date @lj execution, End date of job execution,
Cluster on which the job was executed, DN

Output: Returns object containing the aggregateyeis# resources according to the

filter set.

8.2.2Database Interactions:

Updater Service installed on each head node llisdcchy Gridway after each job is
completed which will update database server Acaogrdgervice (which can be installed on
multiple locations) will access the database feitigg the information.

8.2.3 Accessing Accounting b Service

Accounting service can be found at the followinglUwxhich can access with the

respective clients:

https://qgg-blr.tfq:8443/wsrf/services/garuda/AcotingService
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9. GARUDA Request Tracking-RT

If a user encounters difficulty while job submiigi, it can be reported using GARUDA
Request Tracker. Initial analysis of the problenm dge done using Paryavekshanam
(Refer previous Section) or the user can direcdport the issue to RT (Request

Tracker).

The GARUDA RT manages the identification, pria@iion, assignment, resolution
and notification required for the resolution ofuss in the GARUDA Grid. It keeps
track of each ticket's full history and meta dategluding time spent per action, due
dates, and estimated time to completion.

Users can submit the issues or defects just bylisgnemail or through the web
interface to GARUDA RT. The GARUDA RT supports plkedn reporting for various
functional categories of the GARUDA Grid includidgb Portal, Grid Deployment and
Grid IDE. The system will take care of thanking tlssue reporters for their message,
automatically routing it to the appropriate stafhda making sure all future

correspondence gets to the right place.

For raising a ticket, one has to be a valid use6ARUDA RT. To get registered, the

user has to send a request to support@cdach.aroetsupport@garudaindia.in.

After the user procures ID and password, the wusean login at

https://gridsupport.garudaindia.and raise a ticket against different queues abkalas

shown below in Figure.
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Figure 20: Raising an Issue Ticket in GARUDA Resjugacker

Once the problem is reported, the user getskatticumber, which is used for further

references. The user can also view the statuseofitket by logging in.
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10.Frequently Asked Questions

GARUDA PORTAL

1.

| am not able to invoke the Grid Portal using thewvee URL.

a. Check whether you have typed the correct URL
b. If the URL is verified to be correct and stitlet problem persists, try after 10 minutes. It
should work. (The reasons may have been that timeersewere undergoing temporary

switchover).
c. If the problem still persists, then please regarsing the GARUDA RT.
When do | use Advanced Submission?

When the application is Heterogeneous in naturedmsdn’t require the scheduler interface or

need to be submitted directly to Globus.
| am not getting the expected outputs for the jblas | submit.
a. Check the status of the cluster to which yourstibd the job in the "Notices" option.

b. Check whether you have submitted an executaleledr have submitted a source file by

mistake.

c. If you indeed have submitted an executable ¢iesck whether the executable was compiled

in the operating system to which it was submitted.

d. If you have submitted a heterogeneous job, bloweatwo steps should be performed for each

and every platform (operating system) on which yaunt to execute the job.

Do | need to learn Grid job submission languages?

No. GARUDA Portal users need not know Resource iipatton Language (RSL) or Job
Template (JT).
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PARYAVEKSHANAM

1. When to use Paryavekshanam?

Paryavekshanam is used for troubleshooting or aizalgf the problem when the user

encounters problems while submitting the job to GAR Portal.
2. How can the Grid Monitoring Tool be invoked?

The GARUDA Grid monitoring Tool called Paryavekshancan be invoked though any
web browser or GARUDA Portal (best viewed through@.0 and above) by using the
following URL.: http://192.168.60.70/gridmon/GRID/gridmon.php

3. Is alogin required to use this tool?
No, login is required to use this tool.

4. What is the task of the Grid Operations Center (FOC
To monitor all the critical components of the GARANGrid on a 24X7 basis, and detect
any malfunctioning. A first level fault analysisrche carried out and the concerned local

center will be informed / alerted to rectify theblem immediately.

5. What are the links available on this page?
a. All the operational buttons of the locationslimlia map are linked to the pages

corresponding to the details of the respectivesiti
b. In the radar block, the text Grid Overview isked to detailed overview of the graph.

6. What is radar graph and what it signifies?

It is also known astar or spider graphjs laid out incircular fashion. Radar graph
consists of axis lines that start in the centea @ircle and extend to its periphery. First
axis is always vertical. Each axis represents paramto be measured and they are

expected to be positive in nature.
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Radar graph is used to specify uniform utilizatioihthe values. The ideal graph on
plotting the values is a circle at 100%. It représé¢he parameter values in percent. Graph

plotted represents the status of the utilizatioregsburces.

7. How can the users contact for further information?

The users can send queriegt@dmon@cdacb.ernet.in
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INDIAN GRID CERTIFICATE AUTHORITY

1. Whom should | contact for IGCA certificate?

C-DAC, Knowledge Park,
#1, Old Madras Road, opp. Aero Engine Division, @aare, India - 560038
Phone: +91-80-25244059, Fax: +91-80-25247724

Email: igca@cdacb.ernet.in

2. | forgot the pass phrase of my user certificaten @au please reset it to the default

or call me with it or send it to me in an email ?

NO. The pass phrase securing your private key Ig stored/managed by you .

You must revoke your certificate and request a oiesv

3. My system got crashed Or got affected with virug &S was installed, but |
forget to export my certificate from browser . Hslould | do now ? Should |

request the certificate again or re-write the aygpion form ?

Yes, you should request a new user certificatep Klee back up certificate onto a

removable media which should be kept in safe.

4. How to check the expiration date of user/host teatie. If it will expire soon,

what should | do ?

a) Check the expiration date of the certificate:
$ openssl x509 -in hostcert.pem -noout -enddate

$ openssl x509 -in usercert.pem -noout -enddate

b) If the certificate is expiring, then follow tpeocedure to rekey.
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Bangalore

Organization

C-DAC, Knowledge

Park

C-DAC, Electronics
City
SERC, IISc

Pune

Organization
C-DAC
NCRA, Pune
University

Mumbai

Organization
BARC, Mumbai
[IT, Mumbai

Chennai

Organization
MIT

C-DAC, Chennai
IMSC, Chennai

Hyderabad

11. LIST OF REGIONAL AUTHORITIES (RA's)

RA Name Email Phone
. . . +91-80-25244059
Divya .M .G divyam@-cdacb.ernet.in +01-09449994478

Praveen Ampatt praveen@nchb.ernet.in +91-80-28523300

Sathish Vadhiyar vss@serc.iisc.ernet.in +91-80-22932615
RA Name Email Phone
Akshara Kaginalkar ~ akshara@cdac.in +91-2002226

V Venkata Subramani vvs@ncra.tifr.res.in +91-201802

RA Name Email Phone
Jagadeesh B S jag@barc.gov.in +91A8585214
Petety Balaji balaji@iitb.ac.in +91-025767778

RA Name Email Phone

Kumar Rangasamy ;ﬁ”gasamyk“marme@gma"'%1-44-22516015

49P2542226
044-22543222

Dhanesh .K .K dhaneshkk@cdac.in
Mr. Raveendra Reddgvi@imsc.res.in
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Organization
C-DAC

Univ. of Hyderabad

Delhi

Organization
JNU
IGIB

[IT, Delhi

Kolkata

Organization
VECC
VECC
SAHA

Ahmedabad

Organization
PRL

Kharagpur

Organization

[IT, Kharagpur

Trivandrum

RA Name
Murty CH.A.S

E. A. Vinod Kumar

RA Name
Andrew Lynn
Debasis Dash

Pragya Jain

RA Name
Vikas Singhal
Tapas Samanta
Asit. K. De

RA Name
Jigarbhai Raval

RA Name
C. S. Kumar

Phone
+91-40-2315911

+91-40-23138002
+91-09848415788

Email
chasmurty@cdac.in

vinod@uohyaet.in

Phone
+91-0996843%7
+91-011-2768273

+91-09811304076
+91-011-26591783

Email
andrew@mail.jnu.ac.in
ddash@igib.res.in

pragya@cc.iitd.ernet.in

Email Phone
vikas@veccal.ernet.in +91-033-83124
tsamanta@veccal.ernet.in +9P-B3BRL230

asitk.de@saha.ac.in +91-033-23375H3

Phone
+91-079-263510

Email
jigar@prl.res.in

Phone

i . 1+91-03222-282934
kumar@mech.iitkgp.efinet. o1 10124005819

Email
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Organization RA Name Email Phone
VSSC Gopakumar S gopakumar@vssc.gov.in:gi:gg’;;ESZ()‘FZSB(;SC)%%9
Jammu
Organization RA Name Email Phone
University of Jammu  Mr. Anik Gupta anik.gupta@cem. +91- 0191-2454389

Note: If there is no RA in your organization, plea®ntact us directly - igca@cdacb.ernet.in.
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GLOBUS TOOLKIT

Open source Grid middleware for building computgmids, developed and provided by the
Globus Alliance. It is designed to support the e8akactivities of a Grid namely Security, Executi

management, Information Service, Data managemehbtner common runtime components

GRIDWAY

It is a meta-scheduler which enables large-saaleble and efficient sharing of computing
resources (clusters, computing farms, servers,reapgputers...), managed by different LRM (Local
Resource Management) systems, such as PBS, SGE,ddséor..., within a single organization

(enterprise grid) or scattered across several ddirative domains (partner or supply-chain grid).

IGCA

Indian Grid Certification Authority (IGCA) is thé&irst CA in India established to address
security issues of grid. The IGCA is the officiaddy that addresses the key security concerns and
requirements on interoperability between intermalogrids. It issues digital certificate for usersd
grid resources including computers, which are racagl in the global grid community encompassing
the International Grid Trust Federation (IGTF). htexd at C-DAC Bangalore, the IGCA operates under

the IGTF policy. The certificate policies and apption procedures are explained in the website:

REQUEST TRACKER (RT)

RT is an enterprise-grade ticketing system whithbées a group of people to intelligently and

efficiently manage tasks, issues, and requestsisiiginby a community of users.

TORQUE
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It is an open source resource manager providingraoover batch jobs and distributed

compute nodes.
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